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Fig.6 The ciphertext images after the keys changing and the
ciphertext difference images before and after key changing (the
size of the images are 384*256 pixels) ((a) The ciphertext image
after the key H; increasing 0.1;  (b) The ciphertext image after the key H,
increasing 0.1;  (c) The ciphertext difference image before and after the key
H: changing; (d) The ciphertext difference image before and after the key H,
changing)
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Table5 The correlation and SSIM of the ciphertext images

before and after the keys changing

Ko-Ki Ko-Kz
S 0.0045 0.0091
AHABLIE (SSIM) 0.0008 0.0007
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Table 6 The correlation and SSIM of the ciphertext images

before and after the plaintext changing

Tiger Beauty House

LEES 0.0019 0.0011 0.0029

AHAELEE(SSIM) - 0.000070  0.000009  0.000027

5 4 %

=

AR EUGIR G N T RexEiaH T H-S IRl
Wbt HRE IS8 PR AR S
AR AP 7 A BEALHE R AR R S
M A B SE G R B AN, B LN 4
FRUGHT AR SZU A A B AR B S BLUK BN
%, HTRMEHEMEME L EEER, BE
I EERA —IR— %N, 2 UMREEEEA 2
% R )2 B 2 AR A & 2R s BEE R AR, It
£ f] B T RE P se Bl BvE v N AR R R/ N IR
TEEGINE, BATZ &N SkE e AT
VRIS BT, R T SR N B S R )
AU ISR, A R PR R T AN R VR e A )
YO N7 E LI UL TR AN B e AT M
R R, I PERe /BT ISR B T Bk 22 A el
EpE, SURTEEELINE . SOk R bR B SN
R 25 S L 2 AT TR I T AR SCARLER IR AR Ak

KN 384*256 11 14 Tiger i £ B2 BRI
B A K /NZY N 212bit, KT 224 E 128Dbit; %
A BEIEE] 7.9588 H L FEARME 8.0000; % LA
Y EUGRIA R REUAN 00011, JUEAMSE, A
BB Ha, Ho 2840 BT 5 73 21 055 SCHIAH ¢ R 300y
%) 4 0.0045 F1 0.0091, &5 #4010+ B4 N
0.0008,0.0007, & iFx % H AR AR BUS; WIS
RT3 BB SO R 0.0019, Z5H44H
LEEFE %0 0.000070, S9%:RE S A %58 1 2 43 T ik

VAL B ), B S O I YR R IR 2 1
FH 75 LK 1A LS B AE R At Re T R AT 20 AT
I I R AT 1

B30k (References)

[1] Guan Z H, Huang F J, Guan W J. A chaos-based
image encryption algorithm[J]. Physics Letters A, 2005,
346(1-3): 153-157.

[2] Tong X J, Cui M G. Image encryption with
compound chaotic  sequence cipher shifting
dynamically[J]. Image and Vision Computing, 2008,
26(6): 843-850.

[3] Wei X P, Guo L, Zhang Q, et al. A novel color
image encryption algorithm based on DNA sequence
operation and hyper-chaotic system[J]. The Journal of
Systems and Software, 2012, 85(2): 290-299.

[4] Kanso A, Ghebleh M. A novel image encryption



algorithm based on a 3D chaotic map[J].
Communications in Nonlinear Science Numerical
Simulation, 2012, 17: 2943-2959.

[5] zhu Z L, Zhang W, Wong K W, et al. A
chaos-based symmetric image encryption scheme
using a bit-level permutation[J] Information Science,
2011, 181:1171-1186.

[6] Sasidharan S, Philip D S. A fast partial image
encryption scheme with wavelet transform and RC4[J].
International Journal of Advances in Engineering
&Technology, 2011,1(4):322-331.

[7] Schneier B. Applied Cryptography: Protocols,
Algorithm and Source Code in C[M]. 2nd ed. New
York: John Wiley &Sons, Inc, 1995: 38-144.

[8] Ahmad M, Farooq O. Chaotic image encryption
algorithm based on frequency domain scrambling[J].
Information Processing Letters, 2010, 3(6): 76-82.

[9] Xiehua S. Image Encryption Algorithms and
Practices with Implentations in C#[M]. Beijing:
Science Press, 2013: 21-148. [fM&fk. &5 a5 5k
HSER——3T CHEFSRIM]. dbat: BlaE R
1, 2013: 21-148]

[10] Han S H, Yang 'S Y. An asymmetric image
encryption based on matrix transformation[J]. ECTI
Transactions on Computer and Information Technology,
2005, 1(2):126-133.

[11] Prasad M, Sudha K L. Chaos image encrypton
using pixel shuffling[M]. 2nd ed. Wyld C: CCSEA, CS
&IT, 2011:169-179.

[12] Chen Yucheng, Ye Ruisong. A novel image
Encryption algorithm based on improved standard
mapping[J]. Computer Science and Application, 2017,
7(8):753-773. [MRARHE, FEifa. T Db sy
1 G N 2 L) T E LR 5 M, 2017,
7(8):753-773. ]

[13] Huang C K, Nien H H. Multi chaotic systems
based pixel shuffle for image encryption[J]. Optics
Communications, 2009,282: 2123-2127.

[14] Contour Detection and Image Segmentation
Resources[DB/OL]. 2018-09-09[2018-08-10].
https://lwww2.eecs.berkeley.edu/Research/Projects/CS/
vision/grouping/resources.html.

[15] Patidar, V., Pareek, N.K., Purohit, G., et al. A
robust and secure chaotic standard map based

pseudorandom permutation-substitution scheme for
image encryption[J]. Optics Communications, 2011,
284: 4331-43309.

N, 1968 F4, 5, 4, Bl
¥, EBGT T RGN, BT
FMG AL, 2 Re(E BALFESE,

E-mail: schenken@163. com.

VRIS, 1975 24, 55, (8L, dHm,
FERFTIT W R, IRSS
W, =it

E-mail: t1m5460@163. com.

# ok, 1978 4R, B, A, mIE
5, EBWT T T A N B R 2, W]
HEER LA,

E-mail: tinrant@163. com.

© [ KR B AR AU A



